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Scripting — Windows PowerShell

« A shell is software that provides a customized interface
designed for executing commands or scripts. (The term
originated from OS nomenclature where the outer layer of a
layered architecture OS was the interface between the user
and the kernel of the OS.)

 Most OS shells generally fall into one of two categories:
command-line and graphical . Command-line shells provide a
command-line interface (CLI) to the OS, while graphical shells
provide a graphical user interface (GUI).

* In either category the primary purpose of the shell is to invoke
or “launch” other programs. In most modern environments,
shells frequently have additional capabilities such as viewing

the contents of directories.
#
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Scripting — Windows PowerShell
« Windows PowerShell is a command-line interface (CL1I).
« Two important features of PowerShell are scripts and cmdlets.

« A script is a file of commands that is run when you execute or
Invoke the script.

« A cmdlet (short for command-let, its pronounced like the long
version) i1s a specialized (lightweight — they are technically
Instances of .NET Framework classes and are not stand-alone
executables) command for completing common tasks in the
PowerShell environment.

 There are about 130 built-in cmdlets already defined In
PowerShell and you can also define (create) your own custom

cmdlets as well as import third-party cmdlets.
#
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Scripting — Windows PowerShell

« Windows PowerShell is particularly well suited for situations
In which there are multiple servers and it is more efficient to
manage them using a consistent set of scripts.

« It is also ideal for managing servers with the Application
Server role installed in situations where the applications need
to be configured the same way and regular updates are applied.

« Windows Server 2008 comes with PowerShell and it can be
Installed via the Server Manager (it also comes with Windows
7 and above) and it can be easily downloaded into older server
versions.

([
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Scripting — Windows PowerShell

 Some of the more common server administration tasks that can
easily be handled through PowerShell include:

Managing files and folders (directories).

Managing network tasks.

Managing fixed and removable storage devices.

Configuring printing services.

Managing software applications and updates.
Managing Terminal Services.

Managing server services and features.
Managing Web server services

Working with the system registry.
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Scripting — Windows PowerShell

« PowerShell is not installed by default in Server 2008 (although it
should be in Server 2008 R2 editions and above).

 To install PowerShell from the Server Manager:
— Scroll down to the Features Summary.
— Click Add Features.
— Under Features, scroll to find Windows PowerShell and check its box.
— Click Next and then click Install.
— Click Close.

— Close the Server Manager.

« The next few screen shots step you through this simple process.

#
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E__, Server Manager

File  Action View

Help

&= = H

Features
Diagnostics
Configuration
Storage

| +]

Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features.

CIiCk # PN VE MUCS
Here

|~ Features Summary Id Features Summary Help

(~) Features: 1of 35 installed Iﬁ Add Features

i R

\MET Framewaork 3.0 Features
MET Framewark 3.0
XPS Viewer

'Z_f_i' Resources and Support E Resources and Support Help

Help make Windows Server better by participating in the Customer Experience - Partidpate in CEIP
Improvement Program (CEIF) ‘

Report issues to Microsoft and get solutions to common problems by turning on Windows @ Turn on Windows Error Reporting
Error Reporting.

Browse technical resources for Windaws Server, incuding how-to help, guides, web E Windows Server TechCenter
casts, and tools.

£ LastRefresh: 3/15/2012 2:34:09 PM  Configure refresh

:‘SIartl J i m e 0 “iﬁemrﬁmlager

CNT 4603: Scripting — Windows PowerShell — Part 1 Page 7




-.H. - - 5 =
Add Features Wizrard

File

Select Features

Select one or maore features to install on this server.

Features: Description:

=4 ¢ pro N Windows PowerShell is a command-
gress
’:'ﬁu c [ Remote Assistance line shell and scripting language that

Results [ | Remote Differential Compression helps ITprofessionals achieve greater
[ remote Server Administration Tools productivity. The new administrator-

[ ] removable Storage Manager focused scripting language and more
[] RPC aver HTTP Proxy than 130 standard command-line tools

] Simple TCPAIP Services enable easiersystem adrrjlnlstratmn
s < and accelerated automation.
MTF Server

|:| SMMP Services .
[ ] storage Manager for SANs . CheCk the WlndOWS

[] subsystem for UMIX-based Applications PowerShell checkbox.

[ Telnet Client
] Tenstsenver . Then click Next.
[ 1 windows Internal Database
Windows PowerShell
|:| Windows Process Activation Service
[ ] windows Server Backup Features
|:| Windows System Resource Manager
[ ] winRM II5 Extension
[] wins server
[] wireless LAM Service

Maore about features

= Previous | Install | Cancel |

frstart| | 2 B & O [ server Manager Dt & s6m

CNT 4603: Scripting — Windows PowerShell — Part 1 Dr. Mark Llewellyn ©




Add Features Wizard

— Confirm Installation Selections
T

. Toinstall the following roles, role services, or features, dick Install.
Confirmation
@ 1 informational message below
Progress

Results @ This server might need to be restarted after the installation completes.
Windows PowerShell

Click Install

Print, e-mail, or save this information

< Previous | Mext = | Install I Cancel |

:"513rt| J =l &0 “iﬁerverﬁmmgaer |@E}.% mulls 1:16PM
[T arec rout o s il mcine pross G| AR CTEE vmware
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4 Add Features Wizard

% Installation Results

Features

=

The following roles, role services, or features were installed successfully:
Confirmation

Progress Windows PowerShell 'ﬁ' Installation succeeded

Results

Click Close after successful
installation

Print, e-mail, or save the installation repart

= Previous Mext = | | Close I Cancel |

I‘Slartlji - E 0 “iﬁ-erverﬁimager |E_'T@Q% @[&3 2:25 PM
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Back in Server Manager, the

new feature lsts under [

- the installed features on
eatures

] Diagnostics ; - thIS Server. ar remove server roles and features,
I} Configuration

Storage LB MUY S mancs _I
-

* Features Summary E Features Summary Help

[~ Features: 2 of 35 installed Eﬂ Add Features

ﬁ. Remove Features
\MET Framewaork 3.0 Features

MET Framewark 3.0
XPS Viewer

Windows PowerShell

* Resources and Support E Resources and Support Help

Help make Windows Server better by participating in the Customer Experience - Partidpate in CEIP
Improvement Program (CEIF)

Report issues to Microsoft and get solutions to common problems by turning on Windows @ Turn on Windows Error Reporting
Error Reporting.

Browse technical resources for Windows Server, induding how-to help, guides, web ﬁ Windows Server TechCenter
[ »] £) Last Refresh: 3/15/2012 2:39:02PM  Configure refresh

:‘SHI'tl J =mE0 “iﬁemrﬁimager
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Scripting — Windows PowerShell

 Once you’ve Installed PowerShell on the server, you’re
reading to take advantage of some of the cmdlets.

« With PowerShell installed, you should be able to find it on the
server under the Start menu, click All Programs, click
Accessories, Click Windows PowerShell, and Windows
PowerShell should be there (see the next page).

— Note: there will also be a Windows PowerShell ISE, which is the
Integrated Scripting Environment. We’ll look at this later.

« Once you click on Windows PowerShell, you should see a
screen like the one shown on page 14.

([
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@ Internet Explorer

O Opera

[2=] Windows Contacts , —

#1' Windows Update You'll find PowerShell under
| Accessories . the Accessories list from

g Ea'culatodrp : the Start, All Programs

ommand Promp o

:I Notepad IIStIng
'} Paint

C.__ Remote Desktop Connection
i3/ Run
M Windows Explorer
‘:—J WordPad
, Ease of Access

|, System Tools istrative Toolks >
., Windows PowerShell
£¥ windows PowerShell / Help and Support
“3 Windows PowerShell ISE
., Administrative Tools Run...
. Apache HTTP Server 2.2

, Apache Tomcat 7.0 Tomcat7.0.22 t ,

.. Apache Tomcat 7.0 Tomcat7.0.25
. Extras and Upgrades ‘

. Maintenance . -
|, Microsoft .NET Framework SDK v2.0 WI n dows Se rver2008
. MySQL
., Notepad++
) PHP 5

«E@ %y Dy 241
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Windows PowerShell

opyright (C) 2012 Microsoft Corporation. All rights reserved.
P5 cthusersiMark Llewellyn'\MyScripts> _
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. A1l rights reserved.

PSS cihwusers'\Mark Llewel lyvn'\MyScripts=
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Scripting — Windows PowerShell

« To view the files in the current folder (the default folder will be
the Users/Administrator folder), one page of files at a time, enter
the command:

dir | more

» Press Enter after typing in the command (pressing the spacebar
will give you the next page if there is one — probably not on our
servers, since we don’t have much out there yet).

« What you’re doing here is executing the directory command and
piping its output through to the more command which displays
Input one page at a time.

« The next page shows the execution of this command on one of

my virtual servers.
#
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opyright (C) 2012 Microsoft Corporation. ATl rights reserwved.

PSs ChUsers'\Mark Llewe11yn1:dir | more

Directory: C:hUsers'Mark Llewellwyn

LastWriteTime Length MName

8/27/2013
9,/10,/2013
8/26,/2013
9,/19,/2013
10/3/2013
10/7/2013
9,/26,/2013
9,/18,/2013
8/26,/2013
9,/23,/2013
8/26,/2013
9,/10,/2013
8,/26,/2013
8/26,/2013

9,/5,/2013

PS5 C:yUsersiMark Llewellyn= _

2223222222322 22

.eclipse

Annual Reports and SPI Data
Contacts

Desktop

Documents

Downloads

Favorites

Links

Music

Pictures

Saved Games

Schedules and Calendars
Searches

Videos

workspace
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Scripting — Windows PowerShell

« To get a listing of the services currently running on your
server, enter the command get-service, at the command
prompt. A partial listing of the output of this cmdlet is shown
on page 19.

« To view a listing of all the currently defined cmdlets, enter the
command get-command | more, at the command prompt.
Here you will see the cmdlets one screen at a time, so press the
spacebar to advance to the next screen. Simply repeat this
until you’ve seen all the pages, or alternatively, press g, to
quite and exit back to the command line if you don’t want to
view all the pages. This command is illustrated on page 20.

([
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P35 C:ihUsersiMark Llewellyn

Name

AdobesRM=service
AelookupSve
ALG

AllUserInstallA...
AMD External Ewv...

AppIDSve
Appinto

Apple Mobile De...

AppMgmt

AudiocEndpointBu. ..

Audiosrw
AxInstsv

EDESWC

EFE

BEITS

Bonjour Serwice

BrokerInfrastru...

Erowser
bthserwv
CertPropsvc
COMSw=app
CryptSve
CscService
DcomLaunch
defragswvc

Devicedssociati...

DeviceInstall
Dhcp
Dnscache
dot3svc

DPS

DemSwC
Eaphost

EFS
EmbassyService
EwventlLog
EventSystem
Fax

TdPHost
FDRezPuhb
fhswe
FontCache

FontCache3.0.0.0

gpswe
gupdate

get-zervice

Adobe Acrobat Update Service
Application Experience

Application Layer Gateway Service
Windows All-User Install Agent

AMD External Events Utility
Application Identity

Application Information

Apple Mobile Device

Application Management

Windows Audio Endpoint Builder
Windows Audio

Activex Installer (AxInstsv)
BitLocker Driwve Encryption Serwvice
Baze Filtering Engine

Background Intelligent Transfer Ser...
Bonjour Serwice

Background Tasks Infrastructure Ser...
Computer Browser

BEluetooth Support Service
Certiticate Propagation

COM+ System Application
Cryptographic Services

Offline Files

DCOM Server Process Launcher
Optimize drives

Device Association Service

Device Install Service

DHCP Client

DN5 Client

Wired AutoConfig

Diagnostic Policy Service

Device Setup Manager

Extenzible aAuthentication Protocol
Encrypting File System (EF5)
EmbassyService

Windows Event Log

COM+ Ewvent System

Fax

Function Discovery Prowider Host
Function Discovery Resource Publica...
File History Serwvice

Windows Font Cache Service

Windows Presentation Foundation Fon...
Group Policy Client

Google Update Service (gupdate)
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= administrator: Windows Powershell

PS C:susers“Administrator?]get—command

ommandT ype

Alias
Function
Alias
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
Alias
Function
Function
Alias
Alias
Function
Function
Alias
mdlet
Alias
Alias
mdlet
mdlet
mdlet
Function
mdlet
mdlet
mdlet
Alias
Alias
Alias
Alias
Alias
Alias
mdlet
mdlet
mdlet
mdlet
mdlet

more

Name

F

?

Az

ac
Add-Computer
Add-Content
Add-History
Add—Member
Add-PSSnapin
Add-Type

asnp

B:

C:

cat

cd

cd. .

cd

chdir
Checkpoint—Computer
clc

clear
Clear—Content
Clear—EventLog
GClear—History
Clear—Host
Clear—Item
Clear—ItemProperty
Clear—Uariahle
clhy

cli

clp

cls

clu

Compare
Compare—0bject

Complete-Transaction

Connect—WSMan
ConvertFrom—Csu

ConvertFrom—SecureString

Definition

ForEach—-0bject

Where—0bhject

Set—-Location A:

Add-Content

Add-Computer [-DomainMamel <String> [-Credenti
Add-Content [-Pathl <S8tringl[l1> [Ualuel <0hjec
Add-History [[-InputObject] <PS0bject[1>]1 [-Pa
Add—-Member [MemberTypel <PSMemberTypesz> [—Mam
Add-PSSnapin [-Mamel <{Stringl[l> [-PassThrul [-
Add-Type [-TypeDefinitionl] <5tring’> [-Language
Add-PSSnapln

Set—Location

Set—-Location

Get—Content

Set—-Location

Set—Location

Set—-Location

Set—Location

Checkpoint—Computer [-Description] <String> [L
Clear—Content

Clear—Host

GClear—Content [—Pathl <{Stringll> [-Filter <5tr
Clear—EventLog [-LogHamel <Stringll> [[-Comput
GClear—History [[-Id] <Int3201*]1 [[-Count] <Int
Stspace = Hew—0Ohject System.Management .Automati
GClear—Item [-Pathl <Stringll1> [-Forcel [-Filte
Clear—ItemProperty [-Pathl <Stringll> [-MName]l
GClear—Uariabhle [-Mamel <Stringll> [-Include <5
Clear—History

Clear—Item

Clear—ItemProperty

Clear—Host

Clear—Uariable

Compare—0bhject

Compare—0bject [-ReferenceObject] <{PS0bjectl]1>
Complete-Transaction [-Uerboszel [-Debugl [-Err
Connect—WSMan [[ComputerMamel] <String>]1 [-App
ConvertFrom—Csv [—InputObject] {PS0hjectl1> [L
ConvertFrom—SecureString [-SecureStringl <Secu

ﬁdlet ConvertFrom—StringData
1

a'.""Startl | % m € O || administrator: Windo...
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Scripting — Windows PowerShell

* One big plus of PowerShell is consistency. With many shells,
the commands can vary in complexity; however, given the
object-oriented nature of PowerShell, most cmdlets are fairly
basic in their usage and are highly consistent.

« The power comes is using combinations of cmdlets.

« The cmdlets naming convention is for the first part to be a verb
(for example, get—-, format-, out-, or set-) that dictates

what the cmdlet does (such as get information, format
Information, direct information, or set information).

« The next part i1s a noun, which specifies what is being acted
on.

([
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Scripting — Windows PowerShell

« Everything is based around this verb-noun pair; for example,
get-process w* retrieves Information about processes

whose names start with the letter w, as shown below.

1% Administrator: Windows PowerShell

PS C:suserssAdministrator?
PS CiuserssAdministrator) get—process w*

Handles NPMCKD PHCED WS CK> UMCMD
4 1148 1484 41

1280 2316 28
3 2476 1792 69

PS8 C:suserssAdministrator> _

CPUCs)

-10/x|

Id ProcessName

L44 wininit
576 winlogon
3976 wuauclt
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Scripting — Windows PowerShell

« Although the output, as shown on the previous page, Is tabular,
this is not how the data is returned in PowerShell. It’s referenced
In its .NET object format, but the default display format is a table.

* You can easily output in other formats, such as a list by piping the
output of the get-process cmdlet to the format-list

cm d I et_ & Administrator: Windows PowerShell

PS C-susers“Adminisztrator?> get—process w* |

: 544

: 189

: A.312%5
: wininit

: 576
: 128
: A.7968Y5
: winlogon

- B.@46875
I yunaunclt

format—list
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Scripting — Windows PowerShell

* Probably the greatest cmdlet (as well as the best verb-noun
combination) that you’ll ever use Is get-help.

« On its own, get—-help gives you just basic information, but it
can show you the names of other cmdlets, so you can detailed
help on them.

« For example, get-help format-* will list all the cmdlets
starting with format- to help you see the options available to
you.

#
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o= |

= Administrator: Windows PowerShell

PSS CzwuserssAdministratorl get—help format—=

Category Synopsis

Cmdlet Formats the output as a list of properties in which each property appe
Cmdlet Uzes a customized view to format the output.

Cmdlet Formats the output asz a tahle.

Cmdlet Formats ohjects as a wide table that displays only one property of eac

PSS CzwuserssAdministrator’

-
1| | 3

Costart| | % m @ O || 3 Administrator: Windo... |« @y &l 3:07PM
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Scripting — Windows PowerShell

 |n addition to getting detailed help about a cmdlet, use the get -
help command with the name of the cmdlet followed by -
detailed to get all available help.

« Add —-full to just view a portion of the help, or add -
examples to have examples of use listed for you.

 Note that when the -detailed option is selected, the
examples are also listed.

» The following screen shots illustrates these cases. Note that the
detailed case requires several pages of output and | only show
the first one here. The same is often true for full and examples.

”
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= Administrator: Windows PowerShell

PS CisuserssAdministratory get—help format—list —detailed

AME
Format—-List

SYNOPSIS
Formats the output as a list of properties in which each property appears on a new line.

Format—-List [[-Propertyl] <0bject[1>] [-DisplayError] [-Expand <string?*] [-Forcel [-GroupBy {0bject>] [-InputOh
{pzohject>] [ShowError] [Uiew <string>] [<{CommonParametersz:>]

DESCRIPTION
The Format—Liszt cmdlet formatsz the output of a command as a list of properties in which each property is displ
on a separate line. You can use Format—-List to format and display all or selected properties of an object as a
(format—list =>.

Because more szpace is availahbhle for each item in a list than in a tabhle, Windowsz PowerShell displays more prop
s of the object in the list. and the property values are less likely to he truncated.

ARAMET ERS
—DisplayError [{SuwitchParameter>]
Dizplays errorsz at the command line.

—Expand <stringX
Formats the collection object. as well as the obhjects in the collection. This parameter iz designed to for
hjects that support the ICollection (Sysztem.Collections?» interface. The default value is EnumOnly.

Ualid values are:

— EnumOnly: Displays the properties of the ohjects in the collection.

— GoreOnly: Displays the properties of the collection ohject.

—— Both: Displays the properties of the collection object and the properties of objects in the collection.

—Force [{SuwitchParameter>]
Directs the cmdlet to display all of the error information. Use with the DisplayError or ShowError paramet
By default. when an error object iz written to the error or displav streams,. only some of the error inform
iz displaved.

—GroupBy <0bject>
Formats the output in groups based on a shared property or value. Enter an expression or a property of tfj_J
-
3

« @ &y 08P
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= administrator: Windows Powershell

PS C:susers“Administrator>]get—help format—list —-examples

AME
Format—-List

SYNOPSIS
Formats the output as a list of properties in which each property appears on a new line.

EXAMPLE 1

C:»P8>get—service | format—list

Description

Thiz command formats information about services on the computer as a list. By defawlt, the services are format
s a table. The Get—Service cmdlet gets ohjects representing the services on the computer. The pipeline operato
pazzes the results through the pipeline to Format—List. Then. the Format—-List command formats the service inf
ion in a list and sends it to the default output cmdlet for display.

EXAMFPLE 2
C:~PS¥%a = get—childitem Spshomes=.pslixml

Description

These commands display information abhout the PS1HML files in the Windows PowerfShell directory as a list. The f
command gets the obhjects representing the files and stores them in the %a variable. The second command uses Fo
List to format information about objects stored in %a. This command uses the InputObject parameter to pass the
ahle to Format—List, which then sends the formatted owutput to the defawult owutput cmdlet for display.

EXAMPLE 3

C:»P8>get—process | format—list —-property name. basepriority. priorityclass

Description =
1| | 3

I‘Emrt| | % m € O || administrator: Windo... <@y i x:09eM
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Scripting — Windows PowerShell

« We’ve already seen the cmdlet get-command. |If you want to

see all the commands that begin with a certain verb, such as
get, Issue the command get-command -verb get.

« The output of this command is shown on the next page, but you
might want to experiment a bit and try out some other options.

For example, try listing all of the commands that use the verbs
add or new.

#
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= administrator: Windows Powershell

PE C:susers“Administrator?]get—command —verh get

ommandT ype

mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
mdlet
1]

Hame

Get—Acl

Get—Alias
Get—AuthenticodeSignature
Get—ChildItem
Get—Command
Get—ComputerRestorePoint
Get—Content
Get—Counter
Get—Credential
Get—Culture
Get—Date

Get—Event
Get—EventLog
Get—EventSubscribher
Get—ExecutionPolicy
Get—FormatData
Get—Help
Get—Hiztory
Get—Host

Get—HotFix

Get—Item
Get—ItemProperty
Get—Joh
Get—Location
Get—Memher
Get—Module
Get—PfxCertificate
Get—Process
Get—PSBreakpoint
Get—P5CallStack
Get—PSDrive
Get—PEProvider
Get—PSSession
Get—PSSessionConf iguration
Get—PSSnapin
Get—Random
Get—Service
Get—-TraceSource
Get-Transaction
Get—UICulture

Definition

Get—Acl [[-Pathl <S8tringl[1>] [-Audit] [-Filter
Get—Alias [[-Namel <Stringl1>] [-Exclude {Etri_J
Get—AuthenticodeSignature [-FilePathl <{Stringl
Get—ChildItem [[-Pathl <Stringl[l1>]1 [[-Filter]
Get—Command [[-ArgumentList] <0bject[1>]1 [-Uer
Get—ComputerRestorePoint [[-RestorePoint] <Int
Get—Content [-Pathl <{Stringl[l> [-ReadCount <In
Get—Counter [[-Counter] <Stringll>]1 [-Sampleln
Get—Credential [Credentiall <PECredential> [-
Get—Culture [—Uerhoszsel [Debugl] [-ErrorfAction
Get—Date [[-Datel <DateTime>] [¥ear <Int32>]
Get—Event [[-Sourceldentifier] {String>] [Uer
Get—EventLogy [-LogMamel <String?* [[-Instanceld
Get—EventSubscriber [[-Sourceldentifier] <Stri
Get—ExecutionPolicy [[-Scopel <ExecutionPolicy
Get—FormatData [[-TypeMame]l <{Stringll1>]1 [-Uerh
Get—Help [[-Hamel <String*] [-Path <String>]1 [
Get—History [[-Id] <Int64[1>]1 [[-Count] <Int32
Get—Host [—Uerbosel [-Debugl] [-ErrorAction <Ac
Get—HotFix [[-Id] <Stringl[]1>] [ComputerName <
Get—Item [-Pathl <Stringl[]1> [-Filter <Stringx>]
Get—ItemProperty [-Pathl] <Stringll1> [[-Mamel <
Get—Job [[-1Id] <Int32[1>]1 [-Uerbozel [-Debugl
Get—Location [-PSProvider <Stringll>]1 [-PSDriv
Get—Member [[-Hamel <Stringll1>] [-InputObject
Get—Module [[-Hamel <Stringl[1>]1 [-A11l]1 [-Uerho
Get—PfxCertificate [-FilePathl <Stringl[1> [-Ue
Get—Process [[-Mamel] <Stringl[l1>]1 [-ComputerMam
Get—PSBreakpoint [[-Script] <Stringl[l>]1 [-Uerh
Get—-P5CallStack [—Uerhosel [-Debugl [-Errorfict
Get—PSDrive [[-Mamel <{Stringl[]1>] [-Scope <Stri
Get—PSProvider [[-PSProvider] <Stringll>]1 [-Ue
Get—PS8Session [[ComputerMamel <Stringl1>1 [-U
Get—-P5SessionConf iguration [[-Mamel <Stringll1>
Get—PSSnapin [[-Mamel <{Stringll>*] [-Registered
Get—Random [[-Maximum]l <0bject>] [-SetSeed <MNu
Get—Service [[-Mamel <{Stringl[l>] [-ComputerMam
Get-TraceSource [[-Mamel <Stringl[l1>]1 [—Uerhose
Get—-Transaction [—Uerbosel [-Debugl [-Errorfct
Get—UICulture [—Uerhozel [-Debugl [—Errurﬂctiu'l
3

f*startl | % m € O || administrator: Windo...
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Scripting — Windows PowerShell

* Now that you’ve have some basic familiarity with PowerShell,
let’s do something more useful with it... let’s try starting and
stopping a process.

— What you might want to do before going any further is first run the
get-help *-process to list all the available commands that deal

with a process. You should discover that there are five of these cmdlets.

« What we’re going to do over the next few pages is start Notepad
as a process running on our server and then use it and then stop
the process. This will be illustrated by a sequence of screen
shots from the server illustrating what is happening.

 First off, we’ll see a screen shot of the current processes on the
server. Notice that its alphabetically listed and Notepad is not

running (Notepad++ is on my server).
#
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= Administrator: Windows PowerShell

PSS C:wuserssAdministrator?] get—process

andles HNPM{EKE> PHCK> WS CH>» UMM CPU<s> ProcessName

1688 2544 185 1.1%9

12 L4772 Lo 17.34 cErss
L78a 2832 (7] A.44 dllhost
1212 2732 45 a.72 dum
223488 27676 42 .33 explorer

a 24 Idle i
3244 3368 a.14 jucheck Currently running

2372 2988 a.28 Jusched processes do not
3204 4748 2.23 lzazs .
1596 2152 8.22 1sm include Notepad.
2812 2472 a.28 msdtc
SH612 25136 a.5a myzsgld
7168 11436 8.5a8 notepad++
48348 58672 2.77 povershell
2388 2808 13.55 services
5756 3176 1.47 SLzvuc
256 484 a.22 EmEs
7492 5464 2.39 spoolsv
2724 2376 7.94 svchost
2648 3292 a.73 suchost
6236 Lofd 21 .41 svchost
2876 3392 @.3a 1888 svchost
LEZBA LBBa4 37.66 1828 svchost
6624 L8R 1.86 1884 svchost
73z2a 4884 a.73 1148 svchost
14788 6836 4_208 1172 svchost
61688 L216 1.86 1336 svchost
1868 1352 B.14 1792 suchost
832 744 a.a5 1884 svchost
1816 1388 a.2a 1936 svchost
3228 1684 a.41 38?6 svchost
1284 15688 a.11 3728 svchost
a 728 4 Sustem
1868 2156 a.25 1448 taskeng
2816 4632 B.69 2208 taszkenyg
16828 752 a.a3 3068 Tomcat?.A_22uw
1252 2480 a.22 3884 Tomcat?.A.25w
2272 3792 63 22.67 2784 TPAutoConnect
2384 3488 5L A.36 2388 TPAutoConnSuc
6384 4768 &8 13 .44 1868 umtoolsd 'l
»

218

[y

[y
5 = &1 S G = G0 P O = G w0 C OO0 (S G =] =TGR

juy

[ g L |
= ph ph D [ =] G115 D =] G I 00T [ h 00 = CP

f*Smrt| | 5 m & O || Administrator: Windo... [ new 1-Notepad++ |« @ty s 3:12pM
=el=Ec =T/ vmware
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o=

X Administrator: Windows PowerShell

588 9 3204 4748 45 2.23 636 1 .
159 3 1596 2152 29 8.22 644 lem Enter the command: start

162 ? 2812 2472 60 @.28 2748 msdtc
516 f SAR12 25136 11 A_SA 3284 musnld notepad on the command

line and press enter.
File Edit Format View Help Notepad immediately

| launches.

6384 4968 88 - vmtoo lsd
2744 2028 46 - UMUpgradeHe lper
24808 2328 54 . UMuarelray

179 18664 18848 183 - UMvarelser

1688 1148 1484 41 - wininit

128 1288 2316 28 - winlogon

85 2476 1792 67 - wuauc 1t

azerssAdministrator?] start notepad
suserssAdministrator

onll

|« @@t &y 3:13eM
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= Administrator: Windows PowerShell

e 1 Reissue the command
PSS GCzsuserssAdministrator>|start notepad :
PSS CosuserssAdministrator> get—process and notice

andles NPMCKD PMCKD - ProcessName that now Notepad is listed.

398
214
238
79
532
a
201
289
B2
159
162

1680 2544

7112 5480 i '
5700 2832 d11host Notice too in the tool tray

1212 2732 duwm i

a312 53232 dun oven that the you gan still see
@ 24 Idle Notepad is there.

3244 3368 Jucheck

2372 2988 Jusched

3868 4628 lzass

15976 2152 l=m

2812 2472 medtc
La612 25136 mysqgld

1844 3444 notepad

7aga 11424 notepad++
48548 51512 powershell

2388 JgBs services

L7556 3176 SLswe

256 484 smss

7492 464 spoolsv

2676 3372 suchost

2616 3288 suchost

6264 K788 suchost

2876 3392 1888 svchost
Lg224 49984 1828 svchost

6628 L8772 1884 svchost

7328 4884 1148 svchost
14748 6824 1172 suchost

6128 L228 1336 svchost

1868 1352 17?2 suchost

832 244 1884 suchost

16816 1388 1?36 svuchost

3228 i684 3896 svchost

1284 15688 3728 suchost

a 728 4 System

1868 2156 1448 taskenyg

2796 4628 2200 taskeng

16828 7h2 3868 Tomcat?.B.22w
1252 2488 3884 Tomcat?.B.25w
2272 3792 63 2784 TPAutoConnect 'l

3

|
v « @ty &y 313pM

e

e
5 =T e (50 P G = G0 R D O =] G S0 T8 O (B e B =T = L1

=

Bt b=t L
o Bl Bl = P10 B =T et [ T Bt e 50 =] O

f“'smrt| | 52 ®m @ O || Administrator: Windo... [ new 1-Notepad++ | | untitied - Notepad

=== vmware
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2
Notice on the previous
screen shot that the id

PS G:\users\ﬂdministratur[ stop—process —id J6BA R prOCGSS id Of the NOtepad

PE C:susers“Adminiszstratorf get—process process was 3680. Thisis
andlesz HNPM{K> PMCHED> WECH> UMOM> CPU<{=> ProcessMame used in this version of the

39? 1680 2544 185 1.19 -
218 7112 5468 f1 17.78 CEPSS StOp process command to

23@ 5700 2832 68 a.44 dllhost identify the process to be
e 1212 2732 45 a.72 dwm
525 22312 27616 42.34 explorer stopped.
a a 24 Idle
281 3244 3368 A.14 Jucheck

269 2372 2988 .28 Jusched Reissue the command get-

588 3860 4620 2.23 lsass
159 1596 2152 a.22 lsm :
162 2812 2472 @.28 msdtc / process and notice that
58612 25136 @.52 mysgld i
oRga 11494 B th hotopadis now Notepad is no longer
49956 L2864 3.83 powvershell ||Sted
2388 IBns 13.55 zervices ’
5756 3176 1.47 SLsuc
256 484 a.22 Emss . .
7492 5464 2.39 spoolsu Notice too in the tool tray
2696 3372 .74 zsuchost .
2584 3264 8.73 suchost that Notepad is no longer
6236 5684 21 .42 suchost
2876 3392 @.38 1888 suchost there.
58252 49996 37.66 1828 suchost
6620 5872 1.86 1884 suchost
7320 4884 B.73 1148 suchest
14788 6840 4.28 1172 suchost
61080 5216 1.86 1336 suchest
1860 1352 @.14 1792 suchost
832 944 @.85 1804 suchost
16816 1388 @.28 1936 suchost
3220 1684 @.11 3896 suchost
1284 1588 @.11 3728 suchost
a 728 4 System
1868 2156 @.25 1448 taskeng
2816 4632 B.78 2200 taskeng
1828 752 @.843 3068 Tomcat?.d.22u
1252 2480 @.22 3084 Tomcat?.8.25u
2272 3792 22.81 2784 TPAutoConnect M
4

< |
-f"5mrt| | 55 ®m @ O || Administrator: Windo... [ new 1-Notepad++ ¥ «H@ S x:15em
~CELETE vmware
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Scripting — Windows PowerShell

e You can also do a fair amount of customization of the
PowerShell interface.

« A common system administrator technique is to place scripts in
a folder on a server that Is frequently backed up. Thus, you
might want PowerShell to open up in this default directory.

« To illustrate doing this, let’s create a subdirectory in the
C:\Users\Administrators folder named MyScripts. Then we’ll
configure PowerShell to open in this folder.

« To make some of these repetitive steps easier to accomplish, I
also created a short-cut to PowerShell and put it on the start
menu.

([
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Scripting — Windows PowerShell

« To set-up the default folder for PowerShell to open in, right
click the short-cut to PowerShell and select Properties.

 Locate the ShortCut tab on the Properties dialog box and in the
Start in: text box enter the path to the new directory
“C:\Users\Administrator\MyScripts”, then click OK.

« Restart PowerShell and you should now see the new default
directory loaded.

#
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TestBed Servi

oot et o R

Open

Open file location
'(“' Run as administrator
[ Edit with Notepad++
Pin to Start Menu

@ Inter  Add to Quick Launch

Restore previous versions Documents

b Con

Administrator

| Note
- Send To Conpats

" Winc Copy

Network
Remove from this list

Rename

Control Panel

Administrative Tools

Help and Support l -

Notepad++ Run... . _—
Windows Server 2008

I':I Ease of Access Center

2] a [»]

| 2 € O | [f new 1-Notepad++ I wu}y 3:05PM

o direct input to this virtual machine, press Ctri+G. |
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¥ Windows PowerShell Properties i X

_ Compatibility I Security I Details I Previous Versions
General Shortcut I Options I Font l Layout l Colors

@ Windows PowerShell

Target type: Application
Target location: v1.0

Target: I:tem 32\WindowsPowerShell'\v1.0\powershell exe

Start in: Ic:users\administrator'\MyScﬁptsl

Shortcut key: INone

Run: INormaI window Ll

Comment: IPefforms object-based (commanddine) functions

Open File Location I Change Icon... I Advanced... I ‘ —

Windows Server2008

[ ok | cancel |  apply

A"Startl | % ™ € O | [f new 1-Notepad++ |[},‘—;, Windows PowerShell ... (@ e s 3:07PM
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& Administrator: Windows PowerShell

Mindows PowerShell

c = 1 rights reserved.
PY GCawnserssAdministrator-~MyScripts> _

f‘jﬁmrtl |Zam &0 Jgnew 1 - Notepad++ ||EMnﬁmstratnnmmlu_

v
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Scripting — Windows PowerShell

* You can also change the text size and the screen foreground and
background colors and many other features including hot-keys
and so on in PowerShell.

« The next part simply shows you how to reset the text size and
the screen colors to customize your PowerShell environment.

« Again going through the desktop shortcut to PowerShell, right
click on the short cut and select Properties. Locate the Font tab
on the Properties dialog box and reset the Window size to 8x8
(the default is 8x12), then click OK.

« Restart PowerShell and you should now see the new default
screen size and font size for the window.

([
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Mark - TestBed Server - VMware Player File v Virtual Machine v Help ~

»
2
-

2 Administrator: Windows PowerShell B

HWindows PowerShell z z z
Copuyright (C> 2889 Microsoft Corporation. All r»ights reserved.

PS C: \usersNAdministratorNMyScripts> _

X 'Start = €0 L4 Administrator: Windo... [ *:,}fo I@C}*‘ =i

| To direct input to this virtual machine. press Ctd+G
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Scripting — Windows PowerShell

« To change the screen colors for PowerShell, repeat the process
but select the Colors tab.

« Again going through the desktop shortcut to PowerShell, right
click on the short cut and select Properties. Locate the Colors
tab on the Properties dialog box and reset the colors to your
liking, then click OK.

» Restart PowerShell and you should now see the new colors
appear.

#
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Ps chusers'\Mark Llewellyn'\MyScriptss
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